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1. The rules

• What is NIS2?

• Who is covered ?

• What are the requirements?

• What happens if you do not comply with the rules?

2.

3.

Agenda



What is NIS2?

•   New EU Law on Network and Information Security (No. 2)

• The aim is to:
• improve cybersecurity across the EU and

• align rules across the EU

• It is a directive

• Must be implemented before 18. oktober 2024



But…

Dilan says the Dutch rules will be delayed



And…

Troels says the Danish rules will be delayed



Who is covered? (at least)

All organizations that is:
1. Operating in the EU

2. Medium-sized or larger
• + 49 employees and

• + EUR 10 million turnover and/or

• + EUR 10 million balance sheet 

total 

3. Listed in annexes 1 or 2 of NIS2



Who is covered? (at least)

An example:



Who is covered? (regardless of size)
No. My own understanding Description in the law

2 Public communications networks and services providers of public electronic communications networks or of publicly available electronic 
communications services

3 Trust service providers trust service providers

4 Entities providing domain name registration services; top-level domain name registries and domain name system service providers

5 The sole provider of an essential service the entity is the sole provider in a Member State of a service which is essential for the maintenance of 
critical societal or economic activities

6 Public safety or public health disruption of the service provided by the entity could have a significant impact on public safety, public 
security or public health

7 Systemic risk disruption of the service provided by the entity could induce a significant systemic risk, in particular for 
sectors where such disruption could have a cross-border impact

8 Critical to sector the entity is critical because of its specific importance at national or regional level for the particular 
sector or type of service, or for other interdependent sectors in the Member State

9 National governmental entities the entity is a public administration entity of central government as defined by a Member State in 
accordance with national law

10 Defined as critical in the Critical Entities Resilience directive entities identified as critical entitiesunder Directive (EU) 2022/2557;

11
Municipalities
Regions
Educational institutions
(if decided)

member States may provide that this Directive applies to: (i) public administration entities at local level, 
(ii) educational establishments, in particular where they carry out critical research activities
- - -
the entity is a public administration entity at regional level, as defined by a Member State in 
accordance with national law, which, following a risk-based assessment, provides services the 
disruption of which is likely to have a significant impact on critical societal or economic activities.



Who are not covered? (despite previous slides)

A. Public authorities within:
• National or public security

• Defense

• Law enforcement, including the prevention, investigation, detection and prosecution of criminal 
offences 

B. If decided, certain parts of the rules can be exempted for: 
• Other organizations that perform or provide services within the 3 points above 

C. If the unit is exempted from regulation 2022/2554, cf. article 2, paragraph 4 

(financial sector) 
1. (in short: if covered by DORA, you must comply with both things, but DORA takes precedence) 



What are the main rules?

1. Appropriate security + minimum requirements

2. Supply chain security 

3. Obligations for the management 

4. Training

5. Incident reporting

6. Sanctions, including fines



Appropriate security



Supply chain security



Obligations for the management 

• Approve the measures to manage 

cyber security risks

• Supervise their implementation

• Must follow courses



Training of employees (maybe) 



Incident reporting



Sanctions

The competent authorities can, as a minimum: 
1. Give warnings and binding instructions (incl. on compliance with Articles 21 and 23) 

2. Require entities to notify those affected by a potential cyber threat or to make the threat/incident public

3. Appoint a monitoring officer to oversee the entity's compliance with Art. 21 and 23 
4. In addition to above: Administrative fines (when there is practice for this -> otherwise like GDPR) 

5. If the above is ineffective, the authorities can again request remedial action. If that does not work, the 
authorities can: 
• To temporarily suspend a certification or approval of the device 
• Request the relevant bodies or courts to temporarily prohibit a person with management responsibilities from exercising management 

functions in the entity 

6. EU nationals must ensure that the responsible persons can be held accountable for breaching their 

obligations to ensure compliance with NIS2 
• Applies to both essential and important units 



Maximum penalties

• Court practice will probably say more about the actual size of the fine 



What will the sanction be based on?



Agenda
1.

2. Solutions

• How does a NIS2 plan look?

• Specific tools

• Your path to NIS2-compliance

• Importance of following your data

• How to follow data

• Example case and context

3. Q&A



1. Assess: How much security do you need? (to protect 

"network and information systems") 
• See e.g. ISO 270XX, NIST SP 800-X, CIS 18, ISA 62443-X etc. 

2. Remember: Include minimum requirements from NIS2 
• Article 21 (2)

• Courses for management and perhaps employees 
• Incident reporting

• Extra national requirements

3. Do: Implement and maintain security 

4. Document: Remember to write it down

What does a NIS2 plan look like? 



Specific tools
- NIS2

• The directive (link)

• Rapport udarbejdet af IRIS GROUP for Industriens Fond (link)

• ENISA webpage (link)

• Report from ENISA about budget requirements for NIS (link)

• Analysis from the EU Commission about NIS 2 (link) – VERY LONG

• NIS2 quickscan tool from the dutch government (link)

- The ISO/IEC 27000-series

• Webpage (link)

- CIS Controls

• Webpage (link)

- ISA/IEC 62443-serien

• Introduction from International Society of Automation (link)

- NIST Cybersecurity Framework

• Webpage (link)

• Standard (link)

• + NIST SP 800-53 for controls (link)

https://eur-lex.europa.eu/eli/dir/2022/2555
https://industriensfond.dk/wp-content/uploads/2023/04/Rapport-fase-2.pdf
https://www.enisa.europa.eu/topics/cybersecurity-policy/nis-directive-new/?tab=details
https://www.enisa.europa.eu/publications/nis-investments-2021?v2=1
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12475-Cybersecurity-review-of-EU-rules-on-the-security-of-network-and-information-systems_en
https://regelhulpenvoorbedrijven.nl/NIS2-Quickscan/
https://www.iso.org/standard/iso-iec-27000-family
https://www.cisecurity.org/controls/cis-controls-list
https://21577316.fs1.hubspotusercontent-na1.net/hubfs/21577316/2023%20ISA%20Website%20Redesigns/ISAGCA/PDFs/ISAGCA%20Quick%20Start%20Guide%20FINAL.pdf
https://www.nist.gov/cyberframework
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final


Rollout: Your way to NIS2 



What do we provide:
• A software solution that provides the right and necessary NIS2 documentation

• An expert team giving peace of mind from implementation to legal support and automated tasks

• Training for management and employees

Features overall:
• Easy interface in questionnaires to create documentation

• Creation of legally correct documents with a huge time saving

• Automated controls and supplier audits

• Automated updating of documents when new case law or guidance occur

• Integration between GDPR, IT security and NIS2

Why ComplyCloud?



Key points
1. We are still waiting for national rules…. and 

probably will for a while
2. Some companies will be directly covered by the 

rules, and others will be indirectly affected by 

them
3. We already know some minimum requirements

that you can start looking into, including supply
chain security

4. In case of non-compliance, you can be subject

to a broad range of sanctions
5. Reaching compliance requires going through

eight consecutive steps in your organization



Q&A
FAQ

• ISO 27001 vs NIS2?

• Supplier to a covered entity?

• Enough resources?



• The importancee of following your data

• How you actually follow your data

• How to analyze your data chain

• Examples

What we are going to cover



• Data is a very valuable asset, so tracking it ensures it does 

not end up somewhere you don't want it to

• NIS2 is not just about checking boxes. You need to know how 

data moves to really understand.

The importance of following data



The importance of following data
• NIS2 is not just about checking boxes. Let's not forget the 

requirements discussed earlier:



• Data is a very valuable asset, so tracking it ensures it does 

not end up somewhere you don't want it to

• NIS2 is not just about checking boxes. You need to know how 

data moves to really understand.

• Your business might handle data securely and you possibly

even have a certification like ISO 27001. However, what

happens when data leaves your control?

The importance of following data



• It allows you to:
• Know that your defense against cyberattacks is handled correctly

• Minimize risks

• Build trust with your own customers

• It can be quite challenging!

• Therefore, having a good system and strategy is key

The importance of following data



• It is crucial to understand data flow inside AND outside the company

• Map out what data you collect and why, where it is stored, how it 

moves from one place to another and who can get to it.

How to follow your data?



1. Step 1: Your service providers
o Ask the provider directly

o Look for processing agreements

o Look for privacy statements or subprocessor documents

How to follow your data?



1. Step 1: Your service providers

2. Step 2: Their subprocessors (and their subprocessors etc.)

How to follow your data?

 

 



• The more service providers and subprocessors, the harder it 

gets to follow your data, if not practically impossible

How to follow your data?

 

 

This is when data
is out of your

direct control



• Data security is not just about protecting against hackers and such!

• Your service providers and subprocessors might be more 

detrimental to security:
o Microsoft and Google might be

cost effective, but they do not

make their money with the price

of your subscription!
o American company= no full data privacy

As uncovered by the Dutch Intelligence &
Security Service, publishedby NOS news:

American government can read all emails

under their Patriot/Cloud Act

How to follow your data?



• Tracking Mechanisms
• Management tools

• Access controls

• Encrypting data

• Keep reviewing

• Educate your teams
• Explain NIS2

• Helps with spotting issues

How to follow your data?



• Transparency challenges
• Included in service agreements

• Might not be shared at all, or...

• Even deliberatelyhidden

• Be vigilant
• Insist on clear information
• Other public sources or industry reports may help too

• The goal is to put together a comprehensive list

Identifying subprocessors



• Security & Compliance
• In which country is data processed?

• What are the laws in those countries?

• Do they have certifications, like ISO 27001?

• Engage!
• Might use questionnaires or audits
• Opens up a line of communication

• As said earlier: also document these interactions for compliance proof

Assessment of subprocessors



• Issues with transparency
• 47 subprocessors to assess and 36 datacenters

• Very limited descriptions and explaination

• Actually assessing is a nightmare
• Many companies outside EU and parent companies all over the world

• Very limited documentation readily available from subprocessors

Challenge example: Microsoft



• Shift in sentiment prompted by...
• Privacy and security concerns

• A desire to simplifydata security and monitoring

• Simplifying means less work, better control and more 

security

• Think of the future
• What happens if the relationship between, for example, the EU and the United 

States deteriorates?

• Current trends in legislation, like this NIS2 directive

Developments



• In short, many companies want to go from this:

Simplifying your data journey

 

 

Dozens of subprocessors in different 
countries and selling of data without 

any customer service or help



 

• To this
o Fewer providers with more integrated services

o Limit the amount of subprocessors

o Fully EU hosted

Simplifying your data journey



• Product quality is first criterium

• Privacy and security focused products are up to par or better 

than the previously popular solutions

• Not just a provider, but a partner
• Help with business cases

• If something goes south, we are there

Example case



• Wide range of business and privacy-focused products:
• Cloud Storage and file collaboration (vBoxxCloud)

• Email, calendar, and video calling (vBoxxConnect)

• Password Management (vBoxxVault)
• Other products like servers, webhosting, domain names and more...

• All without subprocessors, ISO 27001 certified, transparent 

privacy policies, and data under your control

• We offer more than just products
• Help with your questions and free demos of our products
• Speak to someone within 10 seconds

• But most importantly: a partner that is there for you!

• My email: bas@vboxx.nl or you can call to +31 70 206 0091

Why vBoxx?

mailto:bas@vboxx.nl


Key points
1. It is essential to track your data, but most 

importantly understand your data journey
2. Doing so improves your defense agains cyber

attacks, allows you to minimizerisk, and build

trust with customers and partners alike
3. Can be quite challenging, so map out where

your data goes. And remember to identify the 
what, why, where, how, who

4. Pay close attention to your service providers, 

but definitely do not forget subprocessors!
5. It is not only about the companies, but also

about the location
6. Less processors = less work and risk



Q&A



Contact us
vboxx.eu

complycloud.com
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